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I. About This Document

This document serves as the main section of the NotifyLink Enterprise Server Release Notice.  It provides information common to all NotifyLink Enterprise Server systems.  

Also contained in this document are links to sub-categories of the Release Notice, containing features and issues specific to:

· Each of the Mail Servers supported by NotifyLink (Section VI of this document)
· The NotifyLink ActiveSync Solution (Section VII of this document)

II. Installer Information


Original Release Date (NLES v4.8.2): 
04/02/2012
Base Product: 
NotifyLink Enterprise Server 

A. Install Files

File Name




Version

enterprise_Messaging_Base.exe

4.8.2.0
enterprise_SQL_Base.exe


4.8.2.0
enterprise_Web_Base.exe


4.8.2.0
UpdateDB.exe




4.8.2.0
B. Program Files

File Name




Version

AttachmentService.exe



4.8.0.2
AvailableNLUsers.exe



4.8.0.1
GleanerController.exe



4.8.0.4
NLMonitor.exe
 



4.8.0.1
Nlpim.exe




4.8.2.0
NLPimService.exe


             4.8.0.1
NotificationController.exe


4.8.0.2
ResponseHandler.exe



4.8.0.2
ValidateLeaseService.exe


4.8.0.1
AirSyncRedirect.dll



4.8.0.1
libwbxml2.dll




No Versioning
mimepp.dll




3.0.0.19
nlmonitor.dll




4.8.0.1
NLPIM_Base.dll




4.8.2.0
NLPIM_CalDAV.dll



4.8.2.0
NLPIM_CommunigatePro.dll


4.8.2.0
NLPIM_Exchange.dll



4.8.2.0
NLPIM_FirstClass.dll



4.8.2.0
NLPIM_Groupwise.dll



4.8.2.0
NLPIM_Kerio.dll



4.8.2.0
NLPIM_MDaemon.dll



4.8.2.0
NLPIM_MeetingMaker.dll


4.8.2.0
NLPIM_Mirapoint.dll



4.8.2.0
NLPIM_Oracle.dll



4.8.2.0
NLPIM_Scalix_CalDAV.dll


4.8.2.0
NLPIM_Sun.dll




4.8.2.0
NLPIM_Sun_CalDAV.dll



4.8.2.0
NLPIM_WebDAV.dll



4.8.2.0
NLPIM_Zimbra.dll



4.8.2.0
NTC_core.dll




4.8.0.1
ntc_crypto.dll




4.8.0.3
NTC_nlesprotocol.dll



4.8.0.3
sigc-2.0.dll




2.0.17.3
smailpp.dll




2.4.0.24
php_libnlgatewayw.dll



4.8.0.2
php_libnlvalidateleasew.dll


4.8.0.1
php_ntc_airsync.dll



4.8.0.4
php_ntc_crypto.dll



4.8.0.2
php_ntc_timezones.dll



4.8.0.1
III. Functional Summary
A. Installer New/Changed Features

1.) The “Install All 3 Components” feature has been removed from the installer. 4883
2.) If the NotifyLink server is configured with Trusted SQL Connections, the connections will now continue to work after an upgrade. 6739
I. Note that for named SQL instances, the connectionString must be changed from “(local)” to “(local)\<InstanceName>”. 7230
3.) Windows 2003 servers may not have the necessary Microsoft Redistributables to run the SQL Server Component. If you experience problems during installation, install the latest redistributables. http://support.notifycorp.com/support/index.php?/default_import/Knowledgebase/Article/View/1304/1/when-installing-nles-sql-database-component-version-48-installer-fails-to-launch-or-an-error-occurs 7590
B. Server New/Changed Features

1.) Added the ability to handle external meeting invitations (received as an email with an ICS attachment). There is an option in the Administrative Web Console (Notification Format Rules) for ICS attachments to sync as a calendar event and a meeting invitation to the device. Support for this feature varies by collaboration.  1820
a. Sun and CGP fully supported this feature.

b. Groupwise, Kerio, Scalix, and Zimbra do not need this feature, as they already handle ICS.
c. FirstClass does not support at all. 6046
d. The following collaboration suites have the noted issues. Additionally, if using an ActiveSync device and "Filter Meeting Response Emails From Device" is turned off in Calendar Sync Rules, a response may still be sent back to the organizer. In this case, the ActiveSync device is sending it, not NLPim.
i. Mirapoint – The organizer is set to the NLES user, attendees are all listed as external, and meeting response does not go back to organizer. Also, when an exception first syncs, you will get an email about it entitled "Delete Excep" on both device and server.  6077
ii. Oracle – The organizer is set to the NLES user and meeting response does not go back to organizer. Also, due to how Oracle converts recurring events into individual instances, the exceptions do not work for this collaboration suite.  The regular instance AND the exception will both be synced to the device if this option is enabled. 6077
iii. Meeting Maker – Appears on the server as a regular event rather than a meeting and the meeting response does not go back to organizer.

iv. Exchange – Appears on the server as a regular event rather than a meeting, the organizer is set to the NLES user, and meeting response does not go back to the organizer.

v. MDaemon – The organizer is set to the NLES user and the meeting response does not go back to organizer.
2.) NLES now synchronizes attendee information for meeting invitations. Attendee information will synchronize within the notes of meeting invitations sent to the BlackBerry device.  ActiveSync devices will also attempt to synchronize attendees to the device calendar events. Typically attendee information will include an email address, common name, and participation status when supported on the device. iOS devices, for example, will show the name and email address but not the participation status, and it will replace the name with any contact matching the email address. BlackBerry devices will support attendees in the invitation but not in the calendar event. Notes about specific collaboration suites: 4795
a. Groupwise - no participation status
b. FirstClass - no email address or participation status
c. Oracle 10 - There is a setting on the Oracle 10 server that needs to be configured to allow multiple attendees to display. In the file ocst-notifylink.conf in the $ORACLE_HOME/ocas/conf/ocst_profiles directory, change "wantnoattendees" to false and "maxattendees" to a value higher than 1 (enough to accommodate the typical number of attendees). Restart the services and the attendees should not sync to the device. 7675
d. Kerio – attendees not supported at all

3.) Sent Items and Deleted Items folders can now be synced to BlackBerry devices. These can be selected for synchronization on the Folders page. 4796
a. If Track Notifications is enabled, notifications will not be sent for anything found in the Sent Items folder. Also, a message will be displayed on the Folders page if this is enabled and the Sent Items folder is selected.
b. If Folder Mirroring is not enabled, any sent or deleted email will show up in the device's Inbox. Also, a message will be displayed on the Folders page if this is not enabled.
c. The device will display two Trash folders; one that the NotifyLink app creates and the one that NLES server will synchronize. The name of the folder synchronized by NLES depends on the collaboration suite being used. The same applies to the Sent Items folder. 
4.) Multiple Calendar support has been added for the collaboration suites that support them: Exchange, GroupWise 7 and 8, Kerio, Zimbra, CGP, Scalix CalDAV, and Sun. The Calendars are selected in the user’s Calendar Sync Rules using the “Choose Calendar Folders” button. For BlackBerry device users, you will also need to specify a default calendar folder. 5862
a. GroupWise – After setting up multiple calendars on the server, when adding a new calendar event on the device to a second calendar, the new event will synchronize to the original calendar. 7551
5.) Removed html header from the start of text logs. 2293
6.) PIM Log Levels are now configurable in the Administrative Web Console under the Control Options page; this is set on a per user basis. The global setting that previously existed under Server Administration has been removed. 4884
7.) The Notes field of meetings created on the device are now sent to attendees if using an ActiveSync device or BlackBerry with NotifyLink 4.8 app. 5897
8.) The NLMonitor Statistics email no longer truncates when the report type is set to Total. 6123
9.) Corrected an issue that could cause all mail folders to be automatically selected when a new user is added. 6766
10.)  Appointments in Asia/Beiruit time zone now synchronize correct times to the device. 6855
11.)  Meetings for today are no longer automatically accepted when in Australian time zones. 7194
12.)  Patch 1:  Added performance improvements to the web server. 3691
13.)  Patch 1:  Added new indexes to improve performance with the database server.  7988
14.)  Patch 1:  Corrected an issue with Zimbra not syncing contacts in shared address books properly. 6979
15.)  Patch 1:  Corrected an issue with Japanese characters being removed on replies and forwards when using TouchDown. 7831
C. User Interface (Web) New/Changed Features
1.) The Edit User Stats page in the Administrative Web Console now retains the “Show Statistics For” value when the page is refreshed. 10
2.) Added an option to enable/disable the email sent to new users with their authentication password. This setting is found in the Security Rules. 1978
3.) Modified the handling of Generate Random Password so that it never ends a password with punctuation. 4897
4.) Added an option on the Notification Format Rules page to select no character limitation for email size when using BlackBerry devices with NotifyLink 4.8 app. The message will be fully downloaded to the device, rather than requiring the user to select the More or All command on the device. Smart Retrieval MUST be disabled for this option to work. 2813
5.) Upper ASCII characters in the Subject of a Notify All Users message are now sent correctly. 3439
6.) NotifySync can now be chosen as a Device Type for a user on an ActiveSync license. 3844
7.) Xls and csv files can now be exported from Internet Explorer in SSL. 4075
8.) The Administrative Web Console now includes the ClientDeviceSAKey of the user on user-specific pages. 4800
9.) The Administrative Web Console login screen now shows the patch versions in addition to the major/minor version. 4877
10.) The Synchronize User button on Edit User Policy page has been renamed to Restore Policy Defaults. 4881
11.)  The Edit User Stats page in the Administrative Web Console now has a Close button at the top of the page. 4882
12.)  Mail and PIM servers are now selectable columns within the User Administration area of the Administrative Web Console. 4894
13.)  The User Administration area of the Administrative Web Console can now be searched by Mail and PIM server. 5019
14.) Previously, if  a user switch devices to type that required a different license type, the user would need to removed and added again under the new license. A user can now be switched between all Device Types that are available on any of the licenses on the server. When switching to a device type on a different license, one seat will be removed from the total of the current license and added to the new license. This way if both licenses are full, the switch can still successfully occur. 5625 / 6770
a. Admins have the ability to disable changing of the Device Type via the Client Web Console. This is configured in the Access Rules. 7114
15.)  The Sender Email Address is preserved in the Client Web Console after hitting Apply Changes. 6228
16.)  The ActiveSync Rules page now contains a note that Device Encryption requires OS 3.0 or higher for Android Devices. 6237
17.)  Improved timeout handling when adding new NLES users. Previously, a user could get added to the registration server but fail to show up on the NLES server. 6352
18.)  Trusted SQL Connections are now supported. 6739
19.) If the Admin Level permissions were set such that the admin had Read Only for User IT Policies > General Security Rules, the page instead had Read and Write permissions and the IT Policy Management > General Security Rules page had Read Only permissions. This issue has been corrected. 5174
20.) Previously, if an On Demand user was added and did not accept the EULA within 30 minutes, their authentication password email would not be delivered. Now, On Demand users have 31 days to accept the EULA and still receive the authentication password email. 6083
IV. Important Things To Know

A. Features Not Supported

1.) NotifyLink Device Clients v4.6 for Palm OS, Symbian S60 3, and Windows Mobile have reached their end-of-life.  These products will not function with NLES 4.8.  Symbian S60 3 and Windows Mobile users can migrate to the NotifyLink ActiveSync Solution.

2.) Upper ASCII characters are not supported in the text of filters. In some cases, attempting to create a filter using upper ASCII will fail. However, even if the filter can be created, processing of the filter will not be handled properly. 5566 / 5593

3.) Rich text file attachments are not currently supported for BlackBerry Phone devices. RTF file attachments are supported on Palm and Windows Mobile devices. 5797
4.) Synchronization of meeting attendees to the device is not supported. When the user is invited to a meeting, the attendees (recipients) are not sent in either the meeting invitation or the associated calendar event that is sent to the device. 7187
5.) Synchronization of attachments is not supported for pim items. This includes, but is not limited to, attachments on calendar events and meeting invitations. 7310 / 8592
B. NotifyLink Server Things To Know

1.) The NL Pim Service may fail to start after reboot if the SQL Server has not already completed startup. If this occurs, you may wish to configure the service to delayed start. http://support.notifycorp.com/support/index.php?/Knowledgebase/Article/View/669/0/windows-server-2008-issues-and-workarounds 7537
2.) A new user added to NLES will not be checked for email or pim until the device has successfully connected to the server to register. This will ensure that an encryption key of the proper size has been generated prior to queuing notifications for the device. Note that this does not apply to ActiveSync devices, users with these devices will check for email and pim immediately.
3.) Items sent via a CATCHUP command for high-speed devices will not show up in the Sent Items folder. Furthermore, when a CATCHUP is performed with a high-speed PUSH device and Notification if turned OFF, the SMS trigger message will not be sent to the device. You must perform a Get/Send from the device in order to retrieve your CATCHUP messages.
4.) If using php before installing/upgrading, you may need to update the php.ini file. If the php.ini file settings are not updated you may have problems downloading attachments greater than 4KB. Check the file located in C:\WINNT\php.ini and verify the following values – update the file if needed:

max_execution_time = 3600

magic_quotes_gpc = Off

magic_quotes_sybase = On

max_input_time = 60

memory_limit = 15M

post_max_size = 15M

file_uploads = On

upload_max_filesize = 15M

odbc.defaultlrl = 15728646

odbc.defaultbinmode = 1

output_buffering = On

display_errors = Off
5.) The default registry settings for Gleaner Controller are configured to process up to 5 users every 3 seconds. Along with the default Email Check Interval of 5 minutes, this allows for processing of up to 500 users in 5 minutes by default.

6.) The ValidateLease service is now automatically restarted by NLES Monitor Service when a license is added to the server. Allow 60 seconds for the new license to be detected. Gleaner and NL PIM services will also be restarted automatically.
7.) Note for installations on Microsoft SQL Server 2005: the password policy is not enforced; the database may not be created if the specified password does not meet the policy. See the Microsoft SQL Server documentation for full details on the password policy. http://msdn2.microsoft.com/en-us/library/ms161959.aspx
8.) During the Messaging component install, the user will be prompted to enable database permissions for the SQL Report System Monitoring job.

I. NOTE: If these permissions are not granted, the SQL Report job will fail. The administrator will receive an email notice of the failure. To grant the permissions after the initial installation/upgrade, perform one of the following:

i. Uninstall/Reinstall the Messaging Component and grant the permissions when prompted.

ii. As ‘sa’, run the SQLReports.sql queries from the NLES install directory.

9.) A delete is not sent to the device for messages as they expire from the message availability range.

10.) The GleanerController service uses the IMAP \Deleted flag as follows
I. If the message is flagged as deleted before Gleaner finds it, the message will not be sent to the device.

II. If the message is flagged as deleted after Gleaner has found it and sent a notification to the device, a delete will be sent to the device.

III. For IMAP servers that don’t use the deleted flag, deletes will be detected when the item is removed from the folder.

11.) When Smart Gleaner is enabled, you may limit the amount of message body that is read from the server. If Smart Gleaner is disabled, then the entire message will be pulled from the server. These settings can be modified from the Controls options within the Web Admin and Client interfaces.
12.) Using Security features still keeps the user active on the Enterprise Server. Therefore, if the device is missing or stolen is recommended that they also be disabled from the server as well.
13.)  If uninstalling the SQL component, use the ‘Change’ option in Add/Remove Programs. The sa password should be entered at the on screen prompt.
14.) When disabling Send Attachments option, the Smart Retrieval settings (under Control Options) will be enabled and set to 10,000 characters. This is to reduce network traffic when Send Attachments is disabled.
15.) When the “Folder Mirroring” option is enabled, additional CPU and memory resources may be used. If this is a problem, have users cleanup messages on the GroupWise server for the folders that are being processed.
16.) Subfolders will be displayed in the Folders page of the web even when the parent folder is not present. As a result, these subfolders will appear under an incorrect parent folder. 4917
17.) Some IMAP4 servers specify TLS is supported, but the implementation actually uses SSL. In this situation, the NotifyLink email login will fail with error 10180 (TLS handshake error). One example is UWash (University of Washington) IMAP4 server v2006b.373. Using NotifyLink for email over SSL will work for these servers.

18.) The ‘Synchronize All Devices’ feature only applies to active (Enabled) users. If sending fails for any user(s), the ClientDeviceSAKey(s) will be displayed after the processing has completed. The most likely cause of failure is an invalid PIN or Alias (e.g. contains a space, apostrophe, etc.).
19.) If the OS time zone setting is changed on a server running NotifyLink, the server should be restarted. 5180
20.) For 'Synchronize All Devices', if sending fails for any user(s), the ClientDeviceSAKey(s) will be displayed after the processing has completed. The most likely cause of failure is an invalid PIN or Alias (e.g. contains a space, apostrophe, etc.).
21.) This issue applies when the 'List of Recipients' option is selected in Notification Format. If the total size of the recipient addresses is greater than 2000 characters, the list is truncated in the NotifyLink database. This prevents the device from parsing the list correctly and the result is that the recipient list is not shown. Only the user's email address will be displayed as a recipient. 3887
16.) Support has been added for BlackBerry devices to view HTML messages. This requires NotifyLink Client App v4.7.0 and NLES v4.7.x.

a. HTML is not used when Forwarding or Replying from the device.

b. If a user's notification size is too low and the full HTML body is not in the notification then the body of the message may not display. Note that the count for notification size includes characters that are not displayed such as HTML tags, so it may appear as though less characters appear than what the setting specifies. To resolve this problem: increase the notification size, choose to download "more" on the device, or disabled Smart Retrieval. 200
c. Forwarding an HTML message from the device results in the original message being displayed twice in the email. The first appears in plain text and the second is formatted in HTML. This has been found when using Zimbra, Scalix, Sun, and Oracle Beehive 1.5. 1189
d. When using a device with the 6.0 OS, a message sent with HTML body type will not let phone number be dialed when selected on the device. 1355
22.) In Gleaner, a 382 error code indicates that a folder cannot be accessed. This may be a temporary or permanent status. If this error occurs, the folder will be skipped and the email processing will continue. A "warning" will be recorded for the user (status 1). If the error occurs due to a folder that has been deleted on the mail server, an "Update Folders" can be performed for the user to remove the selected folder from NLES. 12729
23.) After an upgrade to NLES 4.7, ActiveSync devices must reload calendar after upgrade due to time zone changes for GMT. This will happen automatically. Additionally, for ActiveSync devices NL PIM will be repopulating the database from the collaboration suite PIM server. This will cause some extra load on the collaboration suite after the upgrade.
a. Additionally, when travelling, a user should update their time zone setting in the NotifyLink Web. This setting will be used for devices running a v4.6 NotifyLink client app. It is used only as a failsafe method for ActiveSync devices and BlackBerry devices running a v4.7 NotifyLink client app.
24.) The Email and PIM Intervals can be configured at multiple levels: the class level, the Mail/PIM server level, and the global level.

a. The services will check the value in this manner:

i. If a user belongs to a class and the class has an interval defined (non-zero value), the class value is used.

ii. If the user does not belong to a class or the class does not have an interval defined, the Mail/PIM Server interval is considered. If the user has different PIM Servers, they are checked in this order: Calendar Server, Contact Server, Task Server. If the Mail/PIM Server interval is non-zero, this value is used.

iii. If all of the above intervals are zero, the global interval is used (Server Administration > Messaging Settings).

b. The Mail Server Processing Check and PIM Server Processing Check have been updated to accommodate this change. 12192
25.) Multiple SMTP Servers can be defined in the Server Administration > SMTP Servers area of the Administrative Web Console. An SMTP Server can be set at the user level, the class/company level, and the default (global) level. The user is checked first, if an SMTP Server is defined for the user, this one is chosen. If there is not SMTP Server defined for the user, the user’s class/company level server is checked. If the user is unclassified, or the class/company does not have an SMTP Server defined, then the global server is used. 4456 / 4699
a. System messages and monitoring emails use the SMTP Server defined in Server Administration > Messaging Settings > “Admin SMTP Server”.
b. Adding a new user defaults to the global SMTP Server or, if a class/company is set, the class/company default server.
26.) The proxy server address and port are stored in the /Includes/proxyInfo.inc file; the settings here are used for connection to the NotifyLink Registration Server only. The proxy username and password still need to be set in the Administrative Web Console (Server Administration page). Additionally, if the server address and port are not defined in proxyInfo.inc, the values from Server Administration will be used. 11790 / 11811
a. The proxy values used by Gleaner and NL PIM to connect to the mail and PIM servers are still set in the Server Administration area of the Administrative Web Console.

C. Device Things To Know

1.) Palm is limited to 15 characters for category lengths. Address Books with names longer than this do not synchronize completely to the device. If a Contact in such a Category is edited on the device, the Category will be only 15 characters. The server will then create a new Address Book with the 15-character name. NOTE: Palm OS devices are no longer supported with NLES 4.8.
2.) Gif files on the Treo 600 don’t always open correctly in the browser. If you go home and then back the gif will then display correctly.

3.) New Categories defined on Palm or Windows Mobile will not be sent up to the server as a new Address Book until a contact is added to the new Category. NOTE: Palm OS devices and NotifyLink on Windows Mobile are no longer supported with NLES 4.8.
4.) The devices keep track of responses to meeting requests, e.g. attempting to Accept an invitation that has already been Accepted gives a warning message saying "You've already accepted....”.  This does not apply to Windows Mobile devices; Windows Mobile devices allow multiple responses without any warning. NOTE: NotifyLink on Windows Mobile devices are no longer supported with NLES 4.8.
5.) The Palm does not support multi-day events. When a multi-day event is synchronized to the device, it will appear in the Palm calendar on the first day only. NOTE: With the v4.5 client application, an event that spans exactly two days can be synchronized correctly. For example, starting on Jan. 12 at 8:00 p.m. and ending on Jan. 13 at 6:00 a.m. NOTE: Palm OS devices are no longer supported with NLES 4.8.
V. Outstanding Issues/Bugs

A. NotifyLink Server Outstanding Issues/Bugs

1.) Reference the Knowledge Base for additional information about outstanding issues.
2.) Some email messages that are multipart where the first part’s content type is plain text and the second part is html/rtf may not render correctly. ‘Message’ or the subject may precede the notification body.
3.) Forwarded html messages are displayed differently depending on your email client/viewer. Some viewers may show the html as the body and attach a txt file with the text version.
4.) Any file in the <NotifyLinkInstallDir>\web\Apps directory can be used as an attachment for the “Send Information to Device” feature in Device Management. PHP does not adhere to the Windows file permissions settings, so even files that have access denied to all users can be sent as an attachment. 4914
5.) Meeting invitations created on the device do not synchronize the Notes field to the attendee's email invitation or event. 11660
6.) After updating a meeting on the device and other invitees update their status, the device can receive a second invitation and calendar event for the meeting. 7989
VI. Mail Server Specifics

A. CommuniGate Pro

View features and issues that are specific to CommuniGate Pro.

B. Exchange

View features and issues that are specific to Exchange.

C. FirstClass

View features and issues that are specific to FirstClass.

D. GroupWise

View features and issues that are specific to GroupWise.

E. Kerio

View features and issues that are specific to Kerio.

F. MDaemon

View features and issues that are specific to MDaemon.
G. Meeting Maker

View features and issues that are specific to Meeting Maker.
H. Mirapoint

View features and issues that are specific to Mirapoint.
I. Oracle

View features and issues that are specific to Oracle.

J. Scalix CalDAV

View features and issues that are specific to Scalix CalDAV.

K. Sun

View features and issues that are specific to Sun.

L. Zimbra

View features and issues that are specific to Zimbra.

VII. Specifics for NotifyLink ActiveSync Solution
View features and issues that are specific to the NotifyLink ActiveSync Solution.
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